ECS 198F Report Expectations

Breakdown

Tone, professionalism, format - 10%
Structure - 10%
Technical Findings - total 60%
e Methodology* - 30%
e Reproducibility - 20%
e Kvidence** - 10%
Write up - total 20%
e Executive summary - 10%
e Analysis - 10%

*Up to 10% extra credit may be awarded for creative solutions (regardless of its success)
**lack of evidence will result in a maximum report score of 60%

Target Structure

Executive Summary
e What are the goals of the exercise?
e What were the vulnerabilities you found (offense)?
o What were the objectives met?
e No proofs/screenshots in this section
Technical Findings
e KExplains steps taken in problem-solving
e [Explains reasoning behind chosen direction and method
e Contains exact commands used to solve problem
e Includes clear screenshots of target/results, data retrieved from target, etc.
e Partial credit awarded for good-faith attempt
Analysis
o Brief write-up about the task at hand
o Remediation of vulnerabilities found (offense)
o Explanation of underlying theories (why does this work?)
e Connect back to in class lectures/demos
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