Exploitation and
Reverse
Engineering

Lecture 6 - ECS198F SQ26




Plan of the Day

Exploring Binaries

e How do programs
interact with memory
when executed?

What does it mean to
“exploit” a binary?

Program Exploitation

What are various
techniques of
exploiting a program,
and ways to protect a
binary?

What tools can we
use to assist in the
process?

Reverse Engineering

How do you exploit a
binary if you don't
know the source
code?

What reverse
engineering tools
exist, and how can
we use them?




1. Program Exploitation

Concepts




Quick Review of ECS 50

What happens when a program is run?

e Computer loads code and variables into
memory, initializes some variables

e Allocates the stack and the heap

o Stack - Stores information about
the currently running function
(local vars, args, etc.)

Heap - Dynamically allocated
memory

high address

virtual
memory

low address

dynamically
allocated

initialized to 0 at
program start

read from disk

code

https://martinlwx.github.io/en/wh

at-is-the-heap-and-stack/



https://martinlwx.github.io/en/what-is-the-heap-and-stack/
https://martinlwx.github.io/en/what-is-the-heap-and-stack/

Quick Review of ECS 50

What does the stack do and look like?

Local variable 1

e Stores your local variables and — Higher address
arguments arg,s

argn

Stores information about the Caller
function that called the current one

arg

arg,
Return

o Current function is everything ,
Save base pointer
between ebp and esp Local variable 1

Local variable 2

Store location to jump to after Local variable 3 Lower address
execution is done!

v

https://nobelsharanyan.wordpress.com/wp-
content/uploads/2015/05/function_stackl.

png



https://nobelsharanyan.wordpress.com/wp-content/uploads/2015/05/function_stack1.png
https://nobelsharanyan.wordpress.com/wp-content/uploads/2015/05/function_stack1.png
https://nobelsharanyan.wordpress.com/wp-content/uploads/2015/05/function_stack1.png

So What Is Program

Basic Functions of a Computer

Take Inputs
Read/write from memory
Perform operations

Produce outputs

Give a program funny inputs
Read/Alter a program’s memory

Change the control flow or run
custom code!

Achieve some desired output!




relevant tiktok strikes again

https://www.youtube.com/
watch?v=Nz8ssH7LiB&



http://www.youtube.com/watch?v=Nz8ssH7LiB0
https://www.youtube.com/watch?v=Nz8ssH7LiB0
https://www.youtube.com/watch?v=Nz8ssH7LiB0

2. The Process of pwning




ooling

Breakpoint 2, main () at
printf buf
(gdb) x/80x $sp

: 0x41414141 0x41414141 0x61414141 ©X0000000a

: 0X00000000 0X00000000 0xf7fe2560 0x00007FFf

: oxffffdi60 0x00007 oxf7c2a575 0x00007FFf

° ° : Oxf7fbe0oo 0x00007 oxffffdies 0x00007 T

U f I T I T Ik t : oxffffd120 0X00000001 0x00401304 ©X00000000
se u Oo s In your oo I : 0x00000000 0x00000000 oxcddas2c2 0x87de2788

: oxffffdies 0x00007 0X00000001 0X00000000

: oxf7ffdeoe 0x00007FFf 0x00403€00 ©X00000000

: Oxce2as2c2 ox87de2788 0x25d482c2 0x87de37f2

: ©x00000000 0x00007fff 0x00000000 0X00000000

. .
Y db - Yes. vou can use a plain old e e G e
J 1 oxffffdice 0x00007fff 0xf7c2a628 0x00007fff

1 exffffdifs 0x00007fff 0x00403€00 0x00000000

i 0x00401304 0x00000000 oxffffdifs 0x00007fff

debugger

: x00000000 0X00000000 0x00401195 0X00000000
: oxffffdids 0x00007fff 0x00000038 0X00000000

oxffffdieo 0x00007fff

0X00000000

.
O Wn db = Pl u I n for db th at In file: /mnt/windows/Users/nucle/CTF/CSCDevelopment/picoctf/binexp/echo_escape/1/vuln.c:30
21 int main() {

22 char buf[32];

. 23

I n CI u d eS QO L fe atu reS for 24 printf("welcome to the secure echo service!\n");
25 printf("Please enter your name: ");
26 fflush(stdout);

. 27

eXp Olt eve Op I ent 28 read(0, buf, 128);

29
> 30 printf("Hello, %s\n", buf);

31 printf("Thank you for using our service.\n");
32

return 0;

file, checksec - Linux utilities that
provide info about binaries el e

03:0018| -008 ox7fffffffce88 {buf+ox18} — «— endbré64
04:0020| rbp ox7fFfffffcese — ox7fffffffcf3e — ox7fffffffcfoo «— 0
05:0028|+008 ox7fffffffceos — <— mov edi, eax

= - — a-—
e pwntools - Python library that e ST e
. . . 0x401358 main+84
assists in exploit development

ox7ffff7c2a575 __libc_start_call_main+117
ox7ffff7c2a628 _ libc_start_main+136
0x401195 _start+37

w N R e

pwndbg> |



https://pwndbg.re/stable/
https://docs.pwntools.com/en/stable/

Demo #1: Buffer Overflows

https:/play.picoctf.orqg/practice/challenge/438

https://play.picoctf.org/practice/challenge/439



https://play.picoctf.org/practice/challenge/438
https://play.picoctf.org/practice/challenge/439

Demo #2: Overflow the Stack

If stack variables are vulnerable to
buffer overflow, what can we do
with that control?

https://play.picoctf.org/practice/challenge/75
5



https://play.picoctf.org/practice/challenge/755
https://play.picoctf.org/practice/challenge/755

Protection Against Overflows?

Possible Solution:

e Don't use “unsafe functions..
o Could work!
e “Justdon'tuse C/C++”
o | mean a lot of languages DO protect you (Python, Rust, etc.)

o Not always about “exploitability”, the ability to make a program crash is just
as important!

e Make the operating system protect you against some attacks!




Operating System Protections

Enter stack canary!

e Some random piece of data
inserted at runtime to check if
“stack smashing” is occuring

o Ifitis, kill the program

Can be turned off; or, if you have
the right exploit, leaked

o Use checksec to see if it's
enabled!

Process Address Space

OxFFFF | Top of Stack

Return Address

Canary Word
Local Variables ...
V buffer

0x0000

https://tianocore-docs.qgithub.io/ATB

B-Mitigate_Buffer_Overflow_in UEFI/d
raft/media/image2.png



https://tianocore-docs.github.io/ATBB-Mitigate_Buffer_Overflow_in_UEFI/draft/media/image2.png
https://tianocore-docs.github.io/ATBB-Mitigate_Buffer_Overflow_in_UEFI/draft/media/image2.png
https://tianocore-docs.github.io/ATBB-Mitigate_Buffer_Overflow_in_UEFI/draft/media/image2.png

=
Format String Vulnerabilities

int main() @

char user_input[50];
printf(user_input);
printf("%s", user_input);

return 0;

Which one of these printf’s is vulnerable, and what is not?



=
Format String Vulnerabilities

printf(variable) allows users
to pass in arbltrary format strings // Assume some user input in a variable user_input

to read!
v int main() El

e Enables “stack walking” by UG EER A ]

sending a format string saying S e e
you have a lot more variables
to print! (%X, %p)

Arbitrary writes with space return ;

printf("%s", user_input);

i

padding chained with %n!



Demo #3: Format String Vulns

https:/play.picoctf.org/practice/challenge/434



https://play.picoctf.org/practice/challenge/434

Arbitrary Code Execution Techniques

e Shellcode - Inject Protections Against ACE
assembly instructions
into memory, and tell
computer to run it

e PIE / ASLR - Randomize
memory addresses of
programs AND segments to

Return-Oriented make execution less

Programming (ROP) - predictable

Jump execution around

existing code to chain

together a program

(avoids protections)

DEP - Don’t allow execution
from certain memory
segments (stack, etc.)

https://ctf181.orqg/binary-exploitation/return-oriented-programming/



https://ctf101.org/binary-exploitation/return-oriented-programming/

3. Reverse Engineering




Ideas of Reverse Engineering

Objectives Challenges

Understand how a program works o
(source code usually not provided)

Check it for anything of interest
(vulnerabilities, functionality, etc.)

You gotta figure out what all the
variables and functions do

o If debug symbols / mapping
not provided, you have to
make sense of the noise

Interpretation may vary! Some
tools represent the same thing
different ways!




e Decompiler - Program that
attempts to map assembly

instructions back into code

D b I ‘t ( D . I ' Decompiler Explorer
g p Upload File Samples
Or check out one of these samples we've provided

Your file must be less than 2MB in size.

What is this?

Browse... No file selected. Upload  Yet Another x86 Linux CTF Chal v Try sample

E pl Ghidra
’ ) angr BinaryNinja ] Boomerang Ghidra Hex-Rays [ RecStudio [OJRetDec [ Snowman
Hex-Rays

BinaryNinja Ghidra
7.7.0.220218

angr
9.21 3.1.3555 (3¢02268) 10.1.2 (63bb30ac)

#include "out.h" 1+ /% This file was generated by the Hex-Rays

Copyright (<) 2007-2021 Hex-Rays <infogf

IDA/Binary Ninja SR =
int _initQ 2-{
‘ K i

return;

if (False) —_gnon_start_(;

*(Ox6RLFFEIO; 1 i #include <defs.h>

int iVar1;
9

7/ Function declarations

4
5
6
7
8
9
10

5

&

7

8

9 int32_t puts(char const* str)

0} B { ivarl = __gmon_start__Q;
1 /* tailcal return iVarl;

°
— 1
1 aileall */
12 int sub_4005800) 12 return puts(str); b 2
13- { 13} _int64 (+*init_proc())(void);
1 unsigned long long v@; // [bp-0x8] 1 __int64 __fastcall sub_4005880); // weak
5 15 int64_t sub_4005960) 15 77 int puts(const char *s);
6+ void FUN_08400580(void) 7/ void setbuf(FILE *stream, char *buf);
g 77 int systen(const char *conmand);

1
16 v - 0;
17 /% goto *(0x602010); */ 17 int6d_t var_8 - 0;
18 int64_t var_10 = data_602008; 18- { 77 int printf(const char *fornat, ...)
// WARNING: Treating ir / _-int64 _fastcall gets(_QNORD); weak

. .
assem Instructions from the
19 19 /* jump -> data_602010 */ 19
20 extern unsigned long long __libc_csu_fini; 2 3} 20 (*(code *)(undefined OxOIO; void __fastcall _noreturn start(__int64 al
21 21 return; void *deregister_tn_clones();
2 3 3

21 extern unsigned long long _libc_csu_init;
22 extern unsigned long long main; void setbuf(FILE® fp, char® buf)
. 3 £ 1
2 int _startQ) /* taileall */
250 ¢ return setbuf(fp, buf);
2 unsigned long|unsigned long long v@; / 1
2 unsigned long v1; // [bp+0x8] 27 void term_proc();
2 unsigned long long v10; // rd int32_t system(char const* line) 8 int puts(char *__s) // int _fastcall _libc_start_nainCint (_f
29 unsianed lona v3: // rax 29- ¢ 2 // int6s amon start (void): weok
0 -

23
2 __int64 frane_dunmy();
25 __cdecl main(int argc, const char **arg
6 // WARNING: Unknown calling convent void _Libc_csu_fini(void); // idt
2

Decompiler Explorer is open source! Fork it on GitHub!




Last Demo

https://github.com/SunshineCTF/SunshineCTF-2025-Public/tree/mai
n/i95/Jupiter



https://github.com/SunshineCTF/SunshineCTF-2025-Public/tree/main/i95/Jupiter
https://github.com/SunshineCTF/SunshineCTF-2025-Public/tree/main/i95/Jupiter

