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Data Encryption Standard
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2 ways of attacking crypto

e Inherent structure
e Key length
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Advanced Encryption Standard







Asymmetric Algorithms
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Merkle’'s Puzzle
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Table 2: Comparable security strengths of symmetric block cipher and asymmetric-key
algorithms

ECC*
IFC* (ECDSA,
(RSA) | EdDSA, DH,

MQYV)

Symmetric FFC
Key (DSA, DH,
Algorithms MQYV)

Security
Strength

L=3072
128 AES-128 k=3072 f=1256-383
N=256

L="7680
192 AES-192 k="7680 f=384-511
N=384

L =15360
256 AES-256 k=15360 f=512+
N=1512

* The security-strength estimates will be significantly affected when quantum computing
becomes a practical consideration.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf







