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● DES
● AES
● DH
● RSA
● Attacks!!
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Differential Cryptanalysis (T- attack)
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● Inherent structure
● Key length

2 ways of attacking crypto
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side channel attacks



Advanced Encryption Standard
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Asymmetric Algorithms



Problem:

Getting a shared key to use a symmetric algorithm
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Diffie Hellman
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Diffie Hellman
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Diffie Hellman
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RSA
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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Takeaways?



Very Important :

DON
'

T ROLL

YOUR OWN CRYPTO
.

* unless you have multiple advanced math/as degrees
or

you
work for GFBI .

CIA , NSAS ...


