Intro to Windows
Security
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Plan of the Day

About Windows

What's the difference
between different
versions of
Windows?

What are some
overarching themes
we see in Windows's
design?

Built-In Utilities

How is security
implemented in
Windows?

What are the security
utilities that can be
used to secure
Windows?

Other Useful Tools

What other utilities
are useful for
Windows security but
do not come installed
by default?




1. Windows Versioning and

Design




The Stuff You Probably Know

Windows is:

e Designed and maintained by
Microsoft
Releases step major numbered
versions every “few” years
o XP Vista, 7,8,9,10, 11
o Recently started subversioning
out 10 and 11

https://en.wikipedia.org/wiki/list of Microsoft Wi
ndows_versions#Personal_computer_versions

Image From:

https:

www.youtube.com/watch?v=e843erV5agXqg



https://www.youtube.com/watch?v=e843erV5gXg
https://en.wikipedia.org/wiki/List_of_Microsoft_Windows_versions#Personal_computer_versions
https://en.wikipedia.org/wiki/List_of_Microsoft_Windows_versions#Personal_computer_versions

Stuff You Didn’'t Care

Each “release” of Windows has 3 versions
for different types of users!

Windows Home - Most basic version sold
on consumer computers, contains some
features

Windows Pro - “Business”-grade general
0S; essentially Home but with extra
security features for management

Windows Server - Server OS dedicated to
hosting services; has different update
schedule and support compared to
Home/Pro

About Before

Feature

Windows 11 Home

Windows 11 Pro

If you turn on device encryption, only authorized individuals wil be able to access your device ant

Find my device

Keep track of your devices—even your digital pen!

Firewall and network protection

Your Windows d with built-in
ransomware.

Internet protection

App & bre in Windows Security helps protect your device from potentially dangerous apps, files,
websites, and downloads, 422

Parental controls and protection




Backwards Compatibility

Compatibility for all users
If you have problems with this program and it worked correctly

on an earlier version of Windows, select the compatibility mode
that matches that earlier version.

Windows as an operating system first and S
fo re m O St i S : Run this program in compatibility mode for:

Windows 7 v
Windows 95

o é ; e e| I Fe Windows 98 / Windows Me
Windows XP (Service Pack 2)
Windows XP (Service Pack 3)

(] U SAB L E! t:j::gg:\v: x::i (Service Pack 1)

o That means making sure old e i

|_) Disable fullscreen optimizations

programs can run on newer s
sy stems! CRegster thsprogram or restart
That means supporting old .
features in case you want to use

them!

That means allowing you to

downgrade your security for

compatibility purposes!

What's the impact?



http://www.youtube.com/watch?v=8cb_OF_6Ek8&t=68

Administration Style

Welcome back GUI Management!

e Pretty much all management tasks can
be done by clicking through menus!

o User management, firewall
policies, setting rules, add or
removing programs, etc. etc.

e Command-line options still available...

A Computer Management
File Action View Help

&= | 27 6= HE

;&- Computer Management (Local)
v| [/} System Tools
(X) Task Scheduler

Event Viewer
22| Shared Folders
Iv & Local Users and Groups I
. Users
_| Groups
l@\ Performance
% Device Manager
&3 Storage
7 Services and Applications

Name Description

!g DefaultAccount A user account mana...
g::Jack

g:: pcunlocker

EgWDAGUtiIityA... A user account mana...




The Windows “Command Line”

You have “2” options for administering Windows
through the command line:

e Command Prompt
o Dates back to the late 80's
o Heritage of the original DOS
o Very different commands!

e PowerShell
o Introduced with Windows 7
o  Shell + scripting language!

Volume in driv is NOTENDELL
Volume Serial Number is 6A8A.

Dire

10/17/2011

Directory
PM

48 PM
2 File(s)

2 File(s

press any key to continue . . .

manual . pdf
bytes

n-api.pdf
n-ug-net.pdf

re\doc\groff\examples\mon

5 letter.pdf
6 mom-pdf . pdf
.pdf

Windows Powershell : :
Copyright (C) 2015 Microsoft Corporation. A1l rights reserved.

PS C:\Users\Ted> gci
Directory: C:\Users\Ted

Length Name

racle_jre_usage
ssh

Contacts

Desktop

Documents
Downloads
Favorites

ForReal
funwithPowerShell
Links

Music
OneDrive
Pictures
Saved Games
Searches

get-activehistory
ash_history

.node_repl_history
.viminfo




About PowerShell

The one that gets bundled into
computers is PowerShell 5.1! (Newest
version is 7)

Object-based (Kinda like Python)
o Queries return objects, and you can
process those objects
o Not text-based like bash!

Example: How do you get a list of users in
Bash and PowerShell?

cut -d: -f1 /etc/passwd (Bash)
Get-ADUser -Filter * | Select-Object (property)

Administrator: Windows PowerShell

PS C:\> Get-Process | Select-Object name, id, @{L ;E={$_.StartInfo. loadUserPrig
ofile}} | get-member

TypeName: Selected.System.Diagnostics.Process

Name MemberType Definition

Equals Method bool Equals(System.Object obj)
GetHashCode Method int GetHashCode()

GetType Method type GetType()

oString Method string ToString()

Id NoteProperty System.Int32 Id=3284

LoadProfile NoteProperty System.Boolean LoadProfile=False
Name NoteProperty System.String Name=alg

PS C:\>




2. Windows Security Tools




&

DISCLAIMER: Some of the tools I'm about to mention do not appear in
Windows Home editions, only in Pro / Enterprise / Education

D local security polic% Al Apps Documents  Web

Best match
& m Apps Documents Web Settings Folders Photos »

i Local Security Policy

Best match S

Search the web . :
local security policy Local Security Policy
See more search results L local secu - See more search results System

local security policy

Search the web

local security companies Open
Q local security policy app - See more

search results local security settings Run as administrator

o] 2 Open file location
local security policy windows 11 ScalsSciy
Pin to Start
local security policy app
local security policy settings Bintoraskbar

local security authority

local security policy editor ) 3 :
local security policy windows 11




compmgmt.msc

A Computer Management

Computer Management ie_sctn v i N

9@ = B E

A Fomputer Management (Local) | Name Actions
e Interface for performing common Y Ros f) System Tools Computer Mamgement .. &
p g @ Task Scheduler gStorage T =
: ore Actions
.. . i‘;ﬂ ;:?:::All:;rs i Services and Applications i :
&l
ad mln IStratIVe taSkS &% Local Users and Groups
(@ Performance
M Device Manager
. &8 Gy
e Control Panel on steroids o s
:: Services and Applications

e Links to other common administrative
tools

4 Run X

Type the name of a program, folder, document, or Internet Best match
resource, and Windows will open it for you.

Hﬁé“

Open: | compmgmt.msc

~]|| +JMAy Computer Management
: Desktop app

Cancel Browse...




Task Scheduler

e Windows utility for scheduling
programs to run at certain times

e Triggers:
o Times / Dates

o  When certain system events
occur (logon, Event IDs, etc.)

(E) Task Scheduler

File Action View Help

R ol ARl 7|

GJ Task Scheduler (Local)
& Task Scheduler Library

Name

(® npcapwatchdog

(® NvDriverUpdateCheckDaily_{B2FE1952...
(5 NVIDIA GeForce Experience SelfUpdat...
(® NvNodelauncher_{B2FE1952-0186-46...
(® NvProfileUpdaterDaily_{B2FE1952-018...
(® NvProfileUpdaterOnLogon_{B2FE1952...
@ NvTmRep_CrashReport1_{B2FE1952-0...
(® NvTmRep_CrashReport2_{B2FE1952-0...
(® NvTmRep_CrashReport3_{B2FE1952-0...
(® NvTmRep_CrashReportd_{B2FE1952-0...
(5 OneDrive Reporting Task-S-1-5-21-26...
(® OneDrive Standalone Update Task-S-1...
(% WSAW Private Network (bc87228e-afd...
(B WS4W Set NetlPAddress (1048541f-d0...
(@ ZoomUpdateTaskUser-S-1-5-21-26328...

Status

Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

Triggers

At system startup

At 12:25 PM every day

On event - Log: Application, Source: NVIDIA GeForce Experience SelfUpi
At log on of any user - After triggered, repeat every 1.00:00:00 indefinite!
At 12:25 PM every day

At log on of any user

At 12:25 PM every day

At 6:25 PM every day

At 12:25 AM every day

At 6:25 AM every day

At 11:06 PM on 12/15/2024 - After triggered, repeat every 1.00:00:00 inde
At 10:00 PM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefi
At system startup

At system startup

At 12:57 AM every day - After triggered, repeat every 12:00:00 for a durat




Event Viewer

“Logging service” of Windows

Keeps track of events that Windows or g

> L Custom Views
v [ Windows Logs Level Date and Time Source Event ID Task Category

. .
other installed software reports to it R W romaion etz T Seartysy? e
Security (i) Information 1/6/2025 12:07:07 PM Security-SPP 16394 None
Setup (i) Information 1/6/2025 12:02:28 PM VSS 8224 None
System (i) Information 1/6/2025 11:59:33 AM System-Restore 8302 None
S et W h at W i n d OWS I O g S i n L Ocal Security =] F‘om{arded Events» ) Information 1/6/2025 11:59:33 AM System-Restore 8301 None
Applications and Services Log| |f (i) Information 1/6/2025 11:59:28 AM System Restore 8216 None
| Hardware Events (i) Information 1/6/2025 11:5920 AM System-Restore 8300 None
P O I I' C Internet Explorer » ) Information 1/6/2025 11:59:10 AM Security-SPP 16384 None
y 5] Key Management Service ) Information 1/6/2025 11:59.09 AM System Restore 8194 None
) Information 1/6/2025 11:58:04 AM Security-SPP 16394 None
) Information 1/6/2025 11:53:02 AM edgeupdate 0 None
) Information 1/6/2025 11:52:04 AM Winlogon 6000 None
) Information 1/6/2025 11:52.03 AM Winlogon 6003 None
) Information 1/6/2025 12:46:47 AM Winlogon 6000 None
i) Information 1/6/2025 12:46:47 AM Winlogon 6000 None

| Lenovo
ﬂ LenovoNowlog
1 Logitech
- Microsoft
ﬂ Microsoft Office Alerts
OpenSSH
- Pulse Secure

] Windows Powershell Event 16384, Security-SPP
4 Subscriptions
General  Details

Successfully scheduled Software Protection service for re-start at 2124-12-13720:07:37Z. Reason: RulesEngine.




Shared Folders

Folders on your hard drive can be
shared with other computers over
the SMB Protocol!

Shares with ‘S’ at the end are there
by default and hidden from normal
users

If you don't need it, disable it!

o (And if you do, don't)

&9 | 7nFE E Q=

I/} System Tools

() Task Scheduler
{2 Event Viewer
vz Shared Folders

a2 Shares
x| Sessions
2 Open Files

A Computer Management (Local|| Share rijame
v

H | ADMINS
| B2 CS C\

Folder Path

C:\Windows

&l IPCS

2| NETLOGON C:\Windows\SYSV...

§ Public C:\Public

& SvsvoL

C:\Windows\SYSV...

Type # Client Connections
Windows
Windows
Windows
Windows
Windows
Windows

s | Public

Home Share

View

v N > This PC > Local Disk (C:) » Public

v 3 Quick access
m Desktop
4 Downloads

Devices and drives

Name

= OPENME,jpg
| README.txt

Windows-SSD (C:)
‘6 T
L e

379 GB free of 951 GB

© Network locations

; . Public (10.100.101.3)

M Public (10.100.101.3)

< i @

©® New v
I ccpc »
I Code » l

M cosmos A

B Name

Bl oPENME jpg

B README txt

X Sl

0 > ThisPC >

N Sort v

v O Search Public p

Public (10.100.101.3)

1/6/2025 4:08 PM

1/6/2025 4:11 PM

X

Date modified Type

1/6/2025 4:08 PM JPEG im

1/6/2025 4:11 PM Text Doq

Search Public (10.1 Q

= View v (B Details

Date modified Type

JPG File

Text Document




Local Users and Groups

Fast interface for managing...you
guessed it

Create / delete accounts, manage
their properties and what groups
they belong to

Probably exists in Settings/Control
Panel as well but this gives you more

control

[

File Action View Help

o0 25 XE= HE

& Computer Management (Local)
v [i} system Tools
@ Task Scheduler
§2] Event Viewer
22| Shared Folders
v & Local Users and Groups
_| Users
| Groups
‘l{‘}i) Performance
M Device Manager
v 53 Storage
= Disk Management
::-; Services and Applications

Name

!g DefaultAccount
ﬁ Home

4 Mr. North

E: NuclearFizzler
Eg reptilelegit
. WDAGUtility..

Full Name Description

Home Properties

General  Member Of Profile

& Home

Full name:

Description:

User must change password at next logon
[ user cannot change password
Password never expires
[] Account is disabled

Account is locked out




Device Manager

e Settings for devices connected to

File Action View Help

your computer s n0Bm & B EXG

v &% HALFDOME
> I Audio inputs and outputs
> Wl Audio Processing Objects (APOs) General Driver Details Events Resources
> @ Batteries
v | Biometric devices Lﬁ NVIDIA GeForce RTX 3050 Laptop GPU

See a | SO: mS i nf032. exe 5 e juezietaLRecognition (Windows Hello) Softw

0 Realtek Bluetooth Adapter
v@3 Computer

8 ACPI x64-based PC Driver Version: ~ 32.0.15.6094

E5 LEnOvO 82v2 Digital Signer: Microsoft Windows Hardware Compatibility
V' s Disk drives Publisher

s SAMSUNG MZVI21TOHCLR-00BL2 - - . . )

N Driver Details View details about the installed driver files.

v [ Display adapters =

[Z8 AMD Radeon(TM) Graphics

NVIDIA GeForce RTX 3050 Laptop GPU
2 ; Firmware Roll Back Driver If the device fails after updating the driver, roll
> @ Human Interface Devices - back to the previously installed driver.
> = Keyboards
> @ Mice and other pointing devices Disable Device Disable the device.
> [ Monitors

NVIDIA GeForce RTX 3050 Laptop GPU Properties

Driver Provider: NVIDIA
Driver Date: 8/14/2024

Update Driver Update the driver for this device.

> P Network adapters Uninstall Device Uninstall the device from the system (Advanced).
> = Print queues

> = Printers

> n Processors
a




Local Security Policy

The “main” Windows security settings

EX: Windows password requirements,

Windows logging settings, force e N -
CTRL-ALT-DEL, etc.

4 Local Policies 4 Local Policies Auditing, user rights and security options policies

_ Windows Defender Firewall with Advan

_ . | Windows Defender Firewall with Advanced .. Windows Defender Firewall with Advanced Security
_| Network List Manager Policies

o o . g | Network List Manager Policies Network name, icon and location group policies.
A lot! of policies ~firtishini Pblc ey o

0 o p _| Software Restriction Policies RSy |‘C|e-s .
9 Application Control Policies _ Software Restriction Policies

‘g IP Security Policies on Local Computer _| Application Control Policies Application Control Policies

@, IP Security Policies on Local Computer Internet Protocol Security (IPsec) Administration. ...

S ee a I S O: LOC a I G ro u p PO I I Cy Sl _| Advanced Audit Policy Configuration Advanced Audit Policy Configuration




Windows Updates

e You should download them...but you
already know how it is

Certain variants of Windows allow
Windows Updates to be controlled via

M M E ’ View configured update policies
Security Policy _ . A

‘urity ;
You're not up to date
Last checked: Today, 08:52 AM

s Update

Windows Update

*Some settings are managed by your organization

and quality fixes.
Optimization
Check for updates
s Security

Adjust active hours to reduce disruptions

- We noticed you regularly use your device between 10:00 AM and 11:00 PM. Would you like Wir
3 automatically update your active hours to match your activity? We won't restart for updates dt
time.




Windows Features

Additions to Windows that can be installed
separately from the operating system

|4) Windows Features

WSL, HyperV/Virtualization support, 1S
(Web servers), etc.

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

Again, add/remove at your discretion

Simple TCPIP services (i.e. echo, daytime etc)
SMB 1.0/CIFS File Sharing Support
Telnet Client

TFTP Client

Virtual Machine Platform

Windows Hypervisor Platform
Windows Identity Foundation 3.5
Windows PowerShell 2.0

Windows Process Activation Service
Windows Projected File System
Windows Subsystem for Linux
Windows TIFF IFilter

Work Folders Client

1=l Islsl 1=l 1 1=]=] Is

OK Cancel




Services

List of all processes/programs on the
computer that may run in the background
continuously

Does not describe if it's running (Task
Manager) but its overall status and
permissions

“Things that need to run constantly vs
periodically” Services vs Task Scheduler

" Services (Local)

Windows Event Log

Stop the service
Restart the service

Description:

This service manages events and
event logs. It supports logging
events, querying events, subscribing
to events, archiving event logs, and
managing event metadata. It can
display events in both XML and plain
text format. Stopping this service
may compromise security and
reliability of the system.

Name

».‘;3; ActiveX Installer (AxInstSV)
&) Agent Activation Runtime_cOf...

£ Allloyn Router Service

5 AMD Crash Defender Service
5} AMD External Events Utility
5} App Readiness

5} Application Identity

5k Application Information

&) Application Layer Gateway Se...
5 AppX Deployment Service (A..
&} Auto Time Zone Updater

L AVCTP service

»S\"’t Background Intelligent Transf...
5 Background Tasks Infrastruct...
‘& Base Filtering Engine

5} BitLocker Drive Encryption Se..
&) Block Level Backup Engine Se..
‘5 Bluetooth Audio Gateway Ser...
“£ Bluetooth Support Service

5} Bluetooth User Support Servi...
‘5 Capability Access Manager S...
5} CaptureService_c0f0d2b

&, -
&k Cellular Time

&

& Certificate Propagation

&k Client License Service (ClipSVC)
&) Clipboard User Service_c0f0d...
»:*;Cloud Backup and Restore S...
5. CNG Key Isolation

£} COM+ Event System

). COM+ System Application

5k Computer Browser

£} Connected Devices Platform ..

‘) Connected Devices Platform ..

Description

Provides Use...

Runtime for ...
Routes AllJo...

Gets apps re...

Determines ..

Facilitates th..
Provides sup...

Provides inf

Automaticall...
This is Audio...

Transfers fil

Windows inf...
The Base Filt...
BDESVC hos...
The WBENGIL..
Service supp...
The Bluetoot...
The Bluetoot..
Provides faci...
Enables opti...
This service s...
Copies user ...
Provides infr...
This user ser...
Mornitors the...
The CNG key...
Supports Sys...
Manages the...
Maintains an...
This service i...

This user ser...

Status

Running
Running
Running
Running
Running
Running
Running
Running

Running

Running

Running

Running

Running

Running
Running

Running

Startup Type
Manual

Manual

Manual (Trigg...

Automatic
Automatic

Manual

Manual (Trigg...
Manual (Trigg...

Manual

Manual (Trigg...

Disabled

Manual (Trigg...
Automatic (De...

Automatic
Automatic

Manual (Trigg...

Manual

Manual (Trigg...
Automatic (De...
Manual (Trigg...
Manual (Trigg...

Manual

Manual (Trigg...
Manual (Trigg...
Manual (Trigg...
Automatic (De...

Manual

Manual (Trigg...

Automatic

Manual

Manual (Trigg...

Automatic (De...

Log On As

Local System
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local Service
Local System
Local Service
Local Service
Local System
Local System
Local Service
Local System
Local System
Local Service
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local System
Local System
Local Service

Local System

R&nnmg

Automatic
=




Command Line Automation

I3
& File Action View Window Help
e 2w o c| B

I goup Policy Management Group Policy Objects in contoso.com
4 Forest: contoso.com [
Contents | Delegation
4 [ Domains -

4 F3 contoso.com Name & GPO Status

. o . ) Default Domain Policy & Defauk Domain Controler...  Enabled mu
Everything | just mentioned can be done

» ] Domain Controllers 5] Defaukt Domain Pobicy Enabled 10/28/2012

’
- J Group Policy O r L&) Mebboume-Computer Enabled 111720131

. 1/ Defautt Domain Controle 5] Mebboume-User Enabled 111720131
via PowerShell or Command Prompt! ] Otk Dot ok

|&] Melbourne-Computer
3] Melbourne-User
b [ WMIFilters

o o o . b [ Starter GPOs
e Hardening scripts / Policy automation! > B

{9 Group Policy Modeling
(13, Group Policy Results

o Deploy Group Policy templates

4 Group Policy Object(s)

o Deploy scripts to set settings and
run utilities automatically!

*]1 9/4/2022 8:54:12 AM - Starting HardeningKitty

*]1 9/4/2022 8:54:12 AM - Getting user information
*] Hostname: DESKTOP-DG83TOD
*] Domain: WORKGROUP

[*]1 [*] 9/4/2022 8:54:12 AM - Starting Category Account Policies

[¥] ID 11 Store passwords using reversible encryption, Result=6, Severity=Passed
[¥] ID 1100, Account lockout threshold, Result=16, Severity=Passed

[M] ID 1181, Account lockout duration, Result=30, Severity=-Passed




Registry

e All of these menus and GUIs are “front
ends” for databases containing security
rules!

o Registry - Stores operating system
settings and config data! (Think
the etc folder!)

Authentication / User data
databases

ﬁ Registry Editor

File

Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Adobe\Photoshop\130.0

v [ Computer

HKEY_CLASSES_ROOT °
HKEY_CURRENT_USER

HKEY_LOCAL_MACHINE H I Ve S
BCD00000000

HARDWARE

SAM

SECURITY
SOFTWARE

v

v

v

v

7-Zip
Adobe

Photoshop

} Keys

Apple Inc.
Application Data
ASIO
AVAST Software
AVG
Celemony Software GmbH
CIS_Backup_{25B9C8A9-7BOC-4f9c-AF29-59A560¢
Classes
Clients
COMODO

"

Name

ab) (Default) REG_SZ
b ApplicationPath REG_SZ
ab|PluginPath REG_SZ

Values

(value not set)
C:\Program File
C:\Program File




3. Other Security Tools




Sysinternals

Suite of tools that are developed by
Mark Russinovich (now Microsoft) that . P ———— s+ [
File Entry Options Help .2 Process Explorer - Sysinternals: www.sysin.. = &

are useful for system administration / e

Securit Code(s [* Boot Execute [ 1mage Hijacks xﬂ‘ -ﬁ‘ = 3 B ! & Kl & @ ﬂ
y e Winsock Providers | 23 Print Monitors i} LSA Providers || Process CPU  Private Bytes =~ Working S

&7 Everything __-% Logon | 4 Explorer & Internet Exg (K| e 77.15 0K
[ G s o T . || £ 5] System 078 64K 36
1 Autorun Entry Description Publis| 484 0K 0

o Monitor processes, check outgoing || & sunsorrven: 5 bocess onersin. S5 oz

] CmPClaudio [ = - - <001 1544K 1912
1 Shadow Defd File Edit Event Filter Tools Options 736K 292

connections, scan drivers/loaded © - smccc ]| Hep ey
Howavabpdl | 2 | QBE | SASG | F |tee 2304K 3,108
Q 0 @ HKLMASOFTWARE bst exe 1.084K 1.824
I | b ra rl eS, etC. InstallShields ... Process Name PID Operation A Han.exe 0.05 6.840K 12,724
@ HKLM\SOFTWAREY | 9:36:2... € chrome exe 2900 A4TCP TCPCopy | JEMonitor.exe 1.160K 1.3%6
B Active Diecid] 9362.. © 2900 44 TCP Receive | [elowutilexe 0.05 2220K 6.908
=} Browsing En 2643 @RegOpenkey | ttexe 0.02 2948K 3576
2648 @ RegOpenkey exe 576 K 696
z 2643 @tReqCloseKey | ftexe 0.04 13212K 12340 v
.. = Explorer EXE 2648 @ RegOpenkey iodg exe < >

. aEwlorsr EXE 2648 @Reqd
0 :Z;:LE&E 22:8 gR:gG‘:gg Commit Charge: 27.66% Processes: 55 Physical Us

https://learn.microsoft.com/en-us/sysinternals/ %2 Govnese 20 ATC T
:36:2... [ Explorer.EXE 2648 ‘iRegOpenKey v ;

<
|

Showing 36,468 of 157,463 events (23%) |



https://learn.microsoft.com/en-us/sysinternals/

Random Useful Things

D parentic:\windows\system32 *.exe - Everything
File Edit View Search Bookmarks Tools Help
parent:c: \windows\system32 *.exe
. Name Path Date Modified
P W N d OWS P ac ka g e M ana g ers 8 controlexe CAWindows\System32 10/07/2015 8:00 PM
winver.exe C:\Windows\System32 10/07/2015 9:00 PM
(8= SlideToShutDown.exe C:\Windows\System32 10/07/2015 9:00 PM
[]LanguageComp . C\Windows\System32 10/07/2015 9:00 PM
. ﬁ Fondue.exe C:\Windows\System32 10/07/2015 9:00 PM
@) C h O C o I a‘t e | y W I n g e‘t 12| OpenWith.exe C:\Windows\System32 10/07/2015 9:00 PM
) C:\Windows\System32 10/07/2015 9:00 PM
fodhelper.exe CiAWindows\System32 10/07/2015 9:00 PM
C:\Windows\System32 10/07/2015 9:00 PM
. %% Ipksetup.exe C:\Windows\System32 10/07/2015 9:00 PM
[ ) Eve ryt h | n g [ DataExchangeHost.exe C:\Windows\System32 10/07/2015 :00 PM
PrintlsolationHost.exe C:\Windows\System32 10/07/2015 9:00 PM
&y dialer.exe C:\Windows\System32 10/07/2015 9:00 PM
5 printui.exe C:\Windows\System32 10/07/2015 9:00 PM
@ tcmsetup.exe C:\Windows\System32 10/07/2015 9:00 PM
o Fast file searcher g s A, Coindomeyman2 0072015500 .
spoolsv.exe C:\Windows\System32 7 10/07/2015 9:00 PM
[ PrintDialogHost3D.exe Ci\Windows\System32 10/07/2015 9:00 PM
TapiUnattend.exe C:\Windows\System32 10/07/2015 9:00 PM
M M (8= PrintDialogHost.exe C:\Windows\System32 10/07/2015 9:00 PM
. N I n I t e = ntprint.exe C:\Windows\System32 10/07/2015 9:00 PM
m GamePanel.exe C:\Windows\System32 10/07/2015 9:00 PM
4 SndVol.exe C:\Windows\System32 10/07/20159:00PM  +
Size: 210 KB, Date Modified: 10/07/2015 9:00 PM, Path: C:\Windows\System32

o Installer bundler for quickly
installing software

Let’s install Notepad++.
1. Open a command line as an administrator.
2. Type choco install notepadplusplus and press Enter.

3. That’s it. Pretty simple but powerful little concept!




